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•Kahoot Week 1 Review – 21 questions

▪30 seconds for multiple choice

▪20 seconds for true and false

Week 1 - Review
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Overview

1. An Overview of E-Discovery

2. What is Digital Evidence?

3. Factors Affecting Evidence Acquisition

4. Federal Rules in U.S. Courts

5. Rules and Policies Governing Digital Evidence
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Objectives

•Define e-discovery and digital forensics

•Describe types of digital evidence

•Explain factors affecting digital evidence 
collection

•Summarize U.S. federal rules on digital evidence

•Describe other laws related to digital evidence 
and ESI discovery
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An Overview of E-Discovery

Part I
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•E-discovery: process of applying traditional legal 
discovery process to electronic evidence

•Electronic evidence encompasses any 
electronically stored information (ESI).

•What are some examples of ESI?

▪Documents, e-mails, text messages, instant messages, 
pictures, log files, web pages, source code, databases, 
etc.

An Overview of E-discovery
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• I am going to split you into 4 groups

•You’ll have 15 minutes

•When we come back, the group will tell the class 
what they came up with 

Breakout Groups
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•Where (devices, software, etc.) might you find the 
following for a company?
▪Group 1: Email evidence?
▪Group 2: Electronic Documents (PDFs, MS Office 

files, etc.)?
▪Group 3: Source code? (Such as in a trade secret 

theft case)
▪Group 4: Log files? (Such as in a data breach case)

Breakout Groups – Sources of ESI
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•Desktop/Laptop Clients (Outlook, Apple Mail)

•Mobile Clients 

•On-Prem Servers (Exchange)

•Cloud Providers (Gmail, iCloud, O365, Yahoo)
▪Evidence on client systems
▪Evidence on cloud provider (depending on retention)

•Backups (local, network, cloud)

•Ediscovery Email Archiving Software

1: Email Evidence Sources
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•Email attachments

•Laptops/Desktops

•Mobile devices

•External drives

•Backup media

•File servers/SANS

•Optical Media

2: Electronic Documents

•Cloud Providers

•Websites

•Printer memory

•Etc.
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•Desktops/Laptops
•Servers
•On-Prem Repos (Git, Mercurial, etc.)
•Cloud Repos (GitHub, Bitbucket, GitLab, Source Forge, 

AWS CodeCommit, etc.)
•Backup media
•Optical media
•External drives 
•3rd parties

3: Source Code
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•Desktop/Laptops/Servers (Events, Host AV or IDS, 
etc.) 
•Mobile Devices:

▪Android – dumpsys, logcat
▪ iOS – iTunes Backup, Xcode, Apple Configurator 2, iTools, 

etc.
•Network Devices (Switches, Routers, Firewalls, 

Proxies, IDS/IPS, DLP, VPNs Concentrators, SIEMs, 
WIDS/WIPS, UTM Appliances, Web Filters, A/V 
Management, etc.)
•Remember that 3rd parties may be contracted for the 

company and have logs as well

4: Log Files
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Other Sources of ESI??

• Instant messaging

•Websites

•Databases

•Social Media

•Voice Mail

•Alarm Systems

•Security Camera 
Systems

•Text Messages

•Third Parties/Cloud

•Cars (logs)

• IoT Devices (Fridges, 
Smart Locks, Medical 
Devices, etc.)

• ISPs

•Cell Carriers 
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•Example:
▪https://www.crowell.com/PDF/Sample-

Preservation-Memo-Hold-Order.pdf

•Show example of questionnaire

Preservation Order

https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
https://www.crowell.com/PDF/Sample-Preservation-Memo-Hold-Order.pdf
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•E-discovery is a form of data mining

▪Data mining is a method companies use to gather 
information about customers or vendors

An Overview of E-discovery
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•Digital forensics: a scientific method for extracting 
data or evidence from a digital device or an active 
network

▪Following this process ensures information will stand 
up to scrutiny in court

Overview of Digital Forensics
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•What does the examiner need to be able to verify 
before they start their analysis?
▪That the evidence hasn’t been tampered with
▪Who the evidence came from
▪Correct time zone

•How?
▪Hashing
▪Chain of custody or declarations
▪Artifacts: 

oTimeZoneInformation registry key
oFile timestamps, system logs, network timestamps, etc.

Overview of Digital Forensics
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•Field of digital forensics is divided into two 
specialties:
▪Device forensics: existing files, deleted files, hidden 

files, encrypted data, and more are retrieved

▪Network forensics/incident response: deals with 
network intrusion and hackers

Overview of Digital Forensics
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•Evidence Acquisition
▪Determining systems involved
▪Collecting volatile and non-volatile evidence through 

forensic imaging

•Evidence Analysis
▪Investigation to determine what happened
▪File and artifact extraction
▪Forming of timeline of events

•Reporting
▪Creation of report detailing findings

Forensics: Three Main Parts
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Digital Forensics Timelines

•Type of evidence examined is OS information
▪MAC times: “modified, accessed, and created” dates 

and times

▪File access times and network logins are also 
examples
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Overview of Digital Forensics

•What are three common types of investigations 
for digital forensics investigators?
▪Criminal

▪Civil

▪Corporate

•Common cases with forensics for each??
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Overview of Digital Forensics

• In digital forensics, investigations typically 
involve:
▪Incriminating or exculpatory evidence in a criminal 

case such as??
oChild Exploitation
oData Breaches/Attacks
oIntellectual Property Theft
oFraud
oMurder
oEspionage
oTerrorism
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Digital Forensics vs E-Discovery
• In digital forensics, investigations typically involve: 

(Cont.)
▪Evidence of a corporate policy violation such as??

oSexual harassment
oBribe taking & embezzlement
oStalking & discrimination
oTime sheet issues

▪Incriminating or exculpatory evidence in a civil case such 
as?? 
oDivorce or custody issues in a civil case (keyloggers, RATs, on 

spouse’s devices)
oAnalyzing source code to determine functionality
oData breach cause and effect
oEvidence spoilation
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•Dennis Rader
▪Police used EnCase to retrieve metadata identifying 

BTK serial killer from deleted Word document on 
floppy disk

•Dr. Conrad Murry
▪Investigators found documentation on his computer 

that he authorized lethal amounts of propofol which 
resulted in Michael Jackson’s death

Famous Cases Involving Digital Forensics
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•Casey Anthony
▪Sheriff ’s department processed forensic evidence of 

her computer but only looked at Internet Explorer 
artifacts

▪They failed to extract browser history from Firefox 
which showed searches for “how to make 
chloroform,” “neck breaking,” and “foolproof 
suffocation.”  

▪Casey was found not guilty in death of her daughter

Famous Cases Involving Digital Forensics
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Digital Forensics vs E-Discovery

•Digital forensics can be considered to overlap 
with e-discovery
▪E-discovery experts might have to call on device 

forensics expert to retrieve data

▪Network forensics generally do not consider e-
discovery to be related to their job
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Figure 1-1  The relationship between e-discovery and digital forensics
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What is Digital Evidence?

Part II
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What Is Digital Evidence?

•Data or files in digital format that pertain to a civil 
or criminal complaint

•Often referred to as ESI or Electronically Stored 
Information

29
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Question??

•What are the two parts of each piece of digital 
evidence that are useful?

•Data: actual information being retrieved, such as a 
letter or document

•Metadata: information about the data
▪What are some examples of Metadata?

oMetadata in a picture file can tell investigators the type of camera 
used, date of photo, and GPS coordinates where the photo was 
taken

30



Photo Metadata



• Some tools provide more information than others…
▪ ExifTool – Download it now at: https://exiftool.org

▪  

Photo Metadata – ExifTool 

https://exiftool.org/


Word Document Metadata



Word Document Metadata – ExifTool



• A .docx file is really a ZIP archive file

Word Document Metadata



PDF Document Metadata

•Acrobat / File / Properties



PDF Document Metadata - ExifTool
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Types of Digital Evidence

•Metadata has to be handled carefully

•Recent court cases have cited or fined companies 
for deleting metadata

• It is also important to be familiar with the various 
cloud service models to understand how data 
may be stored

38
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Cloud Computing and Digital Evidence

•List and describe the three service models for 
cloud computing:
▪Software as a Service (SaaS)
▪Platform as a Service (PaaS)
▪Infrastructure as a Service (IaaS)

•List and describe the four deployment methods 
for cloud computing:
▪Private, Community, Public, and Hybrid

39
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Cloud Computing and Digital Evidence

•SaaS refers to applications provided for customers
▪Offers convenience of file access from any location and 

sharing with any location
▪Two common SaaS providers: Dropbox and Google Docs

•PaaS is more of a business model where users select a 
platform and install their own applications or 
software

• In IaaS, users get a “bare metal” environment where 
they install their own OSs, applications, tools, etc

40
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Cloud Computing and Digital Evidence

•Most secure deployment method is the private 
cloud
▪Client owns hardware and has physical access

•A community cloud is for people or organizations 
with similar interests or similar business types
•Public cloud: a person’s files are on the same 

physical machine as another person’s files
•Hybrid cloud: users keep some files in the cloud 

and the rest on their own servers for data security

41
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Factors Affecting Evidence 
Acquisition

Part III
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Factors Affecting Evidence Acquisition

• In civil cases, evidence is acquired by issuing an 
RFP (Request For Production)
▪One company requests physical or electronic 

documents and the second company produces them

•Criminal cases require strict adherence to chain of 
custody
▪To ensure evidence hasn’t been tampered with or 

altered in the process
▪Requires use of search warrants, subpoenas, etc

43
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Factors Affecting Evidence Acquisition

• In digital forensics, a forensic image of a hard 
drive or other media device allows an 
investigator to:
▪ Retrieve deleted files, deleted emails, file fragments, and other information not 

included in a simple file copy

•Because hard drives are increasing in size, live 
acquisitions are common
▪ Live acquisitions are done while machines are running

▪ Question before the courts is that the results of a live acquisition might not be 
reproducible (violates forensics standards)

44
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•Criminal Cases
▪Warrants lead do devices seized by law enforcement
▪Digital forensics analysts find surface and deleted 

evidence

•Civil Cases
▪Subpoenas are issued where each side provides 

requested files with metadata
▪Digital forensics isn’t used as often except for in 

certain cases/situations

Digital Forensics – Civil vs. Criminal Cases
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Overview of E-discovery Tools

• If a company has its own digital forensics team 
and legal team
▪Their efforts can be correlated easily with these tools
▪Legal team can view results at the e-discovery level

oIf it is determined that more analysis is needed, the forensics team 
can search deeper

•Major e-discovery tools are discussed in more 
detail in Chapter 3 of the course textbook

46
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Cost and Time Considerations

•Large multinational corporations may be able to 
afford expensive packages to handle e-discovery
▪Small and medium firms may not have the budget

▪Freeware and shareware products can be used

▪On-prem and cloud solutions available
oOffice 365 and Google Apps have built in E-discovery platforms

47
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Google Apps - Vault
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Google Apps - Vault
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O365 - Exchange
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Cost and Time Considerations

•E-discovery can be time consuming
▪Going through all the information stored on a 

terabyte hard drive could take a legal team years

•Cost and time can be reduced by:
▪Asking “Which information is needed to prove a case”
▪Be specific and narrow the focus
▪Automated review with AI

51
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Federal Rules in U.S. Courts

Part IV
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Federal Rules in U.S. Courts

•Three sets of rules govern the conduct of federal 
court cases:
▪Federal Rules of Civil Procedure (FRCP)
▪Federal Rules of Criminal Procedure (FRCrP)
▪Federal Rules of Evidence (FRE)

•Each state has its own interpretation of these 
rules

53
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The Federal Rules of Civil Procedure

•Established in 1938 by the U.S. Supreme Court

•Those involved with e-discovery need to be aware 
of the following rules:
▪FRCP Rule 16
▪FRCP Rule 26
▪FRCP Rule 33
▪FRCP Rule 34
▪FRCP Rule 37

54
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The Federal Rules of Civil Procedure

•FRCP Rule 16
▪Pretrial conferences

oImproves quality of trial and expedites the process by 
discouraging wasteful pretrial activities

▪Scheduling
oJudge issues scheduling order as soon as practicable 

oMay modify timing and extent of discovery

▪Management
oObtaining admissions and stipulations about facts or documents

oIdentifying witnesses and documents

55

https://www.law.cornell.edu/rules/frcp/rule_16
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The Federal Rules of Civil Procedure

•FRCP Rule 26
▪Duty to disclose

oProvide contact info of individuals likely to have discoverable 
information as well as subjects of that information

▪Disclosure of expert testimony
oIdentify any witnesses and if they will provide a written report

▪Scope and limits of the discovery
▪Protective orders
▪26f Conference to develop a proposed discovery plan

56

https://www.law.cornell.edu/rules/frcp/rule_26
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The Federal Rules of Civil Procedure

•FRCP Rule 33
▪Interrogatories to parties

oA party can usually serve no more than 25 written interrogatories 
to another party

oRules for responding, timing, objections, etc.

57

https://www.law.cornell.edu/rules/frcp/rule_33
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•https://www.justice.gov/atr/case-
document/file/494026/dl

•What are the three sections??
▪Definitions
▪Instructions
▪Interrogatories

Interrogatory Example

https://www.justice.gov/atr/case-document/file/494026/dl
https://www.justice.gov/atr/case-document/file/494026/dl
https://www.justice.gov/atr/case-document/file/494026/dl
https://www.justice.gov/atr/case-document/file/494026/dl
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The Federal Rules of Civil Procedure

•FRCP Rule 34
▪Producing documents (RFPs)
▪How Electronically Stored Information should be 

produced
oNative

oTiff

oPDF

oEtc.

▪Tangible things or permit an inspection

59

https://www.law.cornell.edu/rules/frcp/rule_34
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The Federal Rules of Civil Procedure

•FRCP Rule 37
▪Party can move to compel disclosure or a response if 

other party fails to make or to cooperate in discovery 
relating to
oRFPs

oInterrogatories

oDepositions

▪Sanctions for violations
oOften monetary

60

https://www.law.cornell.edu/rules/frcp/rule_37
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The Federal Rules of Criminal Procedure

•Established in 1944 by the U.S. Supreme Court

•FRCrP rules specify that when dealing with 
someone charged in a criminal case:
▪The rights of the individual take precedence

▪https://www.law.cornell.edu/rules/frcrmp

61

https://www.law.cornell.edu/rules/frcrmp
https://www.law.cornell.edu/rules/frcrmp
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The Federal Rules of Criminal Procedure

•Main rule that addresses digital evidence is:
▪Rule 41: Search and Seizure

•2002: the Department of Justice “Searching and 
Seizing Computers and Obtaining Electronic 
Evidence in Criminal Investigations” document
▪https://www.justice.gov/d9/criminal-

ccips/legacy/2015/01/14/ssmanual2009_002.pdf

62

https://www.justice.gov/d9/criminal-ccips/legacy/2015/01/14/ssmanual2009_002.pdf
https://www.justice.gov/d9/criminal-ccips/legacy/2015/01/14/ssmanual2009_002.pdf
https://www.justice.gov/d9/criminal-ccips/legacy/2015/01/14/ssmanual2009_002.pdf
https://www.justice.gov/d9/criminal-ccips/legacy/2015/01/14/ssmanual2009_002.pdf
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The Federal Rules of Evidence

•Drafted by the U.S. Supreme Court and became law 
in 1975

▪Applies to all evidence presented in court for both 
civil and criminal cases

▪https://www.law.cornell.edu/rules/fre

63

https://www.law.cornell.edu/rules/fre
https://www.law.cornell.edu/rules/fre
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The Federal Rules of Evidence

• Introduction of digital evidence hasn’t changed 
the FRE extensively

▪Does add many new interpretations of old rules

▪Example: Hearsay rule
oText messages and emails might prove the recipient had been told 

something; however, messages can’t prove the information’s 
accuracy

64



ITMSX83

The Federal Rules of Evidence

•FRE rules that have an impact on how e-discovery is 
preformed:
▪Article I, Rule 103 – Rulings on Evidence
▪Article I, Rule 105 – Limited Admissibility
▪Article I, Rule 106 – Remainder of Related Writings or 

Recorded Statements
▪Article IV – Relevancy and Its Limits
▪Article VII – Opinions and Expert Testimony
▪Article VIII - Hearsay
▪Article X – Contents of Writings, Recordings, and 

Photographs

65
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•A witness who is qualified as an expert by knowledge, 
skill, experience, training, or education may testify in 
the form of an opinion or otherwise if:
▪The expert’s scientific, technical, or other specialized 

knowledge will help the trier of fact to understand the 
evidence or to determine a fact in issue;

▪The testimony is based on sufficient facts or data;
▪The testimony is the product of reliable principles and 

methods; and
▪The expert has reliably applied the principles and methods 

to the facts of the case

Article VII – Opinions and Expert Testimony
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Rules and Policies Governing 
Digital Evidence

Part V
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Rules and Policies Governing Digital Evidence

• Important aspect of ESI is its overwhelming 
volume
▪Digital information may be stored in several physical 

locations or moved to indeterminate locations as a 
result of load balancing

•Location of data can affect which country’s laws 
are in effect for e-discovery purposes
▪Emails can potentially be transmitted to anywhere in 

the world

68
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Sedona Principles

•Sedona Principles - created by a group of lawyers 
and other professionals as guidelines for handling 
electronic documents
▪Emerged from a conference held in 2007
▪Designed to ease the burden of e-discovery and speed 

the process along
▪Lists 14 principles that link to the FRCP
▪Lay the framework for what a company must do to 

prepare for possible litigation

69
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FRCP Amendments

•April 2006: U.S. Supreme Court ordered that the 
FRCP be amended to address e-discovery 
▪Require companies to protect data that might be 

subject to discovery in anticipated litigation

•The Advisory Committee on Civil Rules 
incorporated the Sedona Principles into the 
2006 amendments

70
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FRCP Amendments

•Rule 26(b)(2) - permits parties to avoid discovery 
of ESI that isn’t reasonably accessible because of 
“undue burden or cost”
▪Includes electronic information that has to be 

converted or recovered to be usable

•2015 amendment now states that information is 
discoverable if it is relevant to the party’s claim or 
defense and is proportional to the needs of the 
case

71
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FRCP Amendments

•FRCP Rule 34(b) - dictates that ESI be provided in 
a form that is readily usable
▪If requesting party specifies another form, the 

producing party has the option of objecting to the 
form and proposing its own form

•Organizations that scan paper documents and 
replace them with electronic documents in PDF or 
TIFF formats:
▪Improve information-management capabilities
▪Are better positioned to handle litigation

72
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FRCP Amendments

•Besides scanning documents, some organizations 
index the text
▪Using optical character recognition (OCR) software

•OCR software examines scanned pictures of 
documents and “recognizes” letters and numbers

73
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FRCP Amendments

•Use of PDF-scanned copies instead of a native file 
is disputed in the legal community

▪Native files can be searched without further 
processing and metadata still exists

74
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FRCP Amendments

•Lawyers have a duty to preserve evidence 
that’s relevant to actual or potential litigation

•Amended FRCP Rule 37 (f) states the court 
can’t impose sanctions when a party destroys 
ESI as part of its “routine, good faith” 
operations

▪Spoliation: a party wrongfully destroying evidence

75
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FRCP Amendments

•Companies should put their ESI retention policies 
in writing and be able to prove that the policies 
are followed routinely

▪Procedures should also be drafted to place a 
“litigation hold” on all potentially relevant ESI

76
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FRCP Amendments

•FRCP clarifies how ESI is handled during 
discovery

•ESI should be destroyed when it’s no longer 
legally or operationally required
▪ESI retention might be affected by IRS rules, 

corporate policy, or ongoing projects

•Policies and procedures should be reviewed and 
updated as needed

77
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State Amendments Related to ESI

•Many states have adopted provisions to address 
procedural issues with e-discovery

▪Texas developed rules for ESI discovery even before 
the FRCP amendments were passed

78
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State Amendments Related to ESI

•States’ rules can be more stringent than federal 
rules but not more lenient

•30 states have adopted e-discovery procedural 
rules reflecting the 2006 FRCP amendments
▪8 other states have some form of e-discovery 

legislation pending

79
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•The course text mentions evidentiary laws of 
various countries

•To reduce confusion, we will only focus on laws 
within the U.S. in this course

**Note 
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Summary

•E-discovery is the accumulation of digital 
information for use in litigation
•Digital evidence can be found in a variety of forms 

and on a wide range of devices
•The methods used to acquire digital evidence can 

determine its effectiveness and admissibility in court
•A number of software tools are designed for e-

discovery
•Cost and time considerations affect what tools a 

company selects for e-discovery and ESI retention
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Summary

• In the US, the Federal Rules of Civil Procedure, along 
with laws such as the Sarbanes-Oxley Act, govern the 
ways in which corporations preserve data and data is 
presented or exchanged during legal proceedings
•The Federal Rules of Evidence in the US have a direct 

bearing on how evidence is collected and maintained 
in both civil and criminal cases
•The Federal Rules of Criminal Procedure take into 

account the U.S. Constitution and defendants’ rights 
under the Bill of Rights
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Summary

•The Sedona Principles are 14 rules that can be 
used to help mitigate costs and preserve evidence 
in e-discovery cases
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Text References

•Phillips, A., Godfrey, R., Steuart, C., & Brown, C. 
(2014). E-discovery: An Introduction to Digital 
Evidence. Boston, MA: Cengage Learning.
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•Review and understand this slide deck on Canvas

•Read Chapter 8 before next class

•Once the topic choices are graded you will receive 
which topic was selected

•Research paper outline due in 3 weeks before 
midnight on Monday, 2/16
▪The assignment details and rubric will be posted 

soon

Homework
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Questions???
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